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Configuring an Apple iOS Device to Enroll in Intune

Before you begin: It is highly recommended that you first configure your iOS device to
backup to iCloud and to confirm you have a recent successful backup. Please follow this
document from Apple if you have any questions or would like to confirm this is setup
and working: https://support.apple.com/en-us/HT203977 It is also highly recommended
that you backup your iOS device to iCloud on a consistent basis and verify backup status
often.

e SOM Policy on Mobile Device Management:
http://www.medschool.umaryland.edu/IS/News--IT-Alerts/News/Mobile-Device-
Policy/#d.en.147816

e SOM Office of Information Services uses a Microsoft application named Intune to be
in compliance with the SOM Policy on Mobile Device Management

What is Intune ? :

Microsoft Intune

Use your phone or tablet for work,
and keep company information safe We care about your privacy

IT cannot see this type of information on your phone or
You are an important part of keeping our corporate data and resources protected. Here's how you tablet:
can help: enroll your phone or tablet into Microsoft Intune. Once you enroll, you will be able to
continue using your mobile phone or tablet to get your work done, and IT will be able to manage
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limited aspects of your mobile device to keep us protected. You will not lose access to personal o CALL HISTORY LOCATION
apps and data or need to manually configure company network or email connections. And don't

worry! All your private stuff is still for your eyes only. When IT manages your mobile devices, you
will be able to: ' TEXT MESSAGES E CAMERA ROLL

= Access the company’s network = Automatically configure your [l ZERoonAL EMAL @ PERSONAL DATA

: o e CONTACTS, AND
= Access email and other work files company email account m CALENDAR

: Get company apps from the

* Reset your phone to factory o @ ‘b

WEB HISTORY PERSOMNAL APPS
settings if it is lost or stolen FatiipanyRortal

IT can see this type of information on your phone or tablet:
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Personal Your privacy is important to us. For more information about
iy your privacy, See our privacy statement at TBD.
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e Four (4) security settings must be configured on your mobile device in order to
successfully enroll your mobile device with Intune and connect to SOM Email.
Instructions on how to setup these security settings will be provided within the

Intune enrollment procedures below.
Mobile Device must be encrypted

O

@)

@)

entered ten (10) consecutive times

Mobile Device must contain a PIN Code to access device
Mobile Device must have an inactivity timeout set to 5 minutes or less
Mobile Device will be reset to factory default if PIN code is incorrectly

1. Open the App Store and search for Intune Company Portal and download and

install.

2. Open the Intune Company Portal app and type in your email address and you will

then be redirected automatically to the SOM Authentication Page to enter your SOM

Password.

4 Back to App Store 414 PM < % 58% M)

Cancel

Sign in with your organizational account

:@som.umaryland.edu
( ]

Please Sign in using your SOM issued email address
and password. Click Help at the bottom of the screen if
sign in assistance is needed.
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4Back to App Store 4:14 PM < %} 58% M

Cancel
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Sign in with your organizational account

I:]@som.umaryland.edu
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3. On the Company Access Setup page, tap Begin.

Company Access Setup

We'll help you set up your device to access
the Company Portal, internal apps and
other company resources.

Device Enrollment

Enrollment lets your company manage your
device and gives you access to company
resources.

Device Compliance

You might need to set a passcode or
change your email configuration.

More information about enrolling your device

Skip Setup
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4. On the Why enroll your device? screen, read about what you can do when you
enroll your device, and then tap Continue.

00000 ATRT = 3 ~ % 58% W)

< Continue

Why enroll your device?

When enrolled, you’ll be able to:

« Access the company'’s network

* Get company apps from the Company
Portal

« Remotely reset your phone to factory
settings if it is lost or stolen

Automatically configure your company
email account

More about enrolling your device

5. Review a list of what your IT administrator can and can't see on your enrolled device,
and to Continue.

eee00 ATRT & 7 3 58% W )

< Continue

We care about your privacy.

® IT admin cannot see this on your
device:

« Call and web history
Location

Email and text messages
Contacts

Passwords

Calendar

Camera roll

@ IT admin can see this on your
MR device:

Model

Serial number
Operating system
App names
Owner

Device name
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6. On the What comes next screen, read about what happens during enrollment, and

then tap Enroll.

7 R 57% W)

Enroll

What comes next?
When you tap Enroll, your device will ask
you to do the following:

« Install the Management Profile
« Trust the remote management source

For certain corporate devices, you may
instead be asked to verify the Serial
Number.

If you want to enroll, it's safe to take these
actions.

More about enrolling your device

7. On the Install Profile screen, tap Install, and enter your passcode, if prompted.

®ee00 AT&T = 4:16 PM 7 % 57% W

Cancel Install Profile Install

Management Profile
University of Maryland School...

Signed by 10SProfileSigning.manage.microsof
t.com
Verified v

Description Install this profile to get access to
your company apps
Contains Device Enrollment Challenge

More Details

5|Page
University of Maryland School of Medicine Information Services Department
help@som.maryland.edu or 410-706-3998




8. Tap Install.

Install

Cancel

9. Tap Install to indicate that you've read the warning.

socon B 11:33 AM 4 .-
Cancel Warning Install

MOBILE DEVICE MANAGEMENT

Installing this profile will allow the administrator at
"https://i.manage.microsoft.com/
DeviceGatewayProxy/fioshandlerashx” to remaotely
manage your iPhone.

The administrator may collect personal data, add/
remove accounts and restrictions, list, install, and
manage apps, and remotely erase data on your
iPhone.
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10. Tap Trust.

Remote Management
Do you trust this profile’s source
to enrgdl your iPhone inte remate
management?

Cancel Trust

11. When the screen changes to show that the profile has finished installing, Tap Done.

wesoc ATAT = 418 PM % 57% M)

Profile Installed Done

. Management Profile
University of Maryland School...
Signed by 10SProfileSigning.manage.microsof
t.com

Verified «

Description Install this profile to get access to
your company apps

Contains Mobile Device Management
Device Identity Certificate

More Details
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An “Enrolling device” message displays on the screen.

12. When a message displays asking if you want to open the page in the Company
Portal, to Open.

Open this page in
“Comp Portal"?

Cancel Open

13.0On the Company Access Setup screen, tap Continue. Follow the on-screen
instructions until you meet all of the compliance requirements and are returned to
the Company Access Setup screen, and then tap Continue. Note, if your device does
not meet the compliance requirements (device is encrypted, device has PIN code to
access, device will reset if the PIN code is entered incorrectly 10 consecutive times
and device will require PIN code to be entered after 5 minutes of inactivity) a
Resolve Compliance Issues screen will be presented on the device with the

compliance setting needed before enrollment will complete.
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4 Back to Safari 7 3 56% M >

Skip Setup
4 Back to Safari 4:17 PM 7 R 56% W)
=
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Continue

Company Access Setup

We’'ll help you set up your device to access
the Company Portal, internal apps and
other company resources.

Device Enrollment °
Enrollment lets your company manage your
device and gives you access to company
resources.

Device Compliance

You might need to set a passcode or
change your email configuration.

More information about enrolling your device

Checking compliance...

This may take a few minutes... Feel free to do
something else and check back later.

14. Tap Done.

Your device is now enrolled in Intune, and you are taken back to the Company Portal

app.
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¢ Miscellaneous Information: Various work-related applications are available for
download to your device in the Intune Company Portal app in the Apps section
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